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Lost/Stolen Device and Compromised Data Reporting Form

This report must be completed and returned within two (2) working days to comply with information security investigation procedures and possible regulatory reporting requirements.

All information you provide in this form will assist in identifying the nature of the data exposed and analyzing the risk of compromise.  Unless unavailable, the person assigned the device should complete this form.  While there are many questions on this form, they are intended to help you remember as much as possible about your lost device or media.  Note the red text is essential to investigating this loss (data or physical asset), please provide as much detail as possible.  Please email the completed form to security@augusta.edu and privacy@augusta.edu.  

	I
	General Information

	1
	Reporting Date
	Click here to enter a date.
	2
	Name of the Person Owning/Assigned the Device
	Click here to enter text.
	
	       Your NETID
	Click here to enter text.
	
	        Office Phone
	Click here to enter text.
	
	        Mobile Phone
	Click here to enter text.
	3
	Name of the Person completing this form
	If Same as Person Above, then click this box ☐

	
	        User’s NETID
	Click here to enter text.
	
	        Office Phone
	Click here to enter text.
	
	        Mobile Phone
	Click here to enter text.
	4
	Approximate Date of when the incident occurred
	Click here to enter a date.
	5
	Approximate Time of when the incident occurred
	☐ AM     ☐PM

	6
	Did this Loss Occur:
In your home?
In your car? 
In the office?
Office location: Click here to enter text.
Other location: Click here to enter text.
			
☐Yes     ☐ No
☐Yes     ☐ No
☐Yes     ☐ No


	7
	What is the current status of the computer or media? (e.g., has it been recovered?)
	Click here to enter text.
	8
	Have you requested Information Security to investigate if this computing device has been using the network after it was lost or stolen?                   
	☐Yes     ☐ No

	9
	Brief Description of What Happened (e.g., lost, stolen; where/when last seen)
Click here to enter text.










	II
	Police Involvement

	1
	Has a police report been filed?
	☐Yes     ☐ No

	2
	Law Enforcement Agency
	Click here to enter text.
	3
	Case Number
	Click here to enter text.


	III
	Computing Device Information 

	1
	Device Type***   
	☐ Desktop
	☐ Android

	☐ Laptop                        
	☐ iPhone

	☐ USB Drive
	☐ Blackberry

	☐Other device:




	2
	Device Information
	Manufacturer
	Click here to enter text.
	Model Number
	Click here to enter text.
	Serial Number
	Click here to enter text.
	Asset Tag
	Click here to enter text.



	3
	Are there other identifying marks/parts/peripherals?


	4
	Who Owns the Device or Media?  
If Other, Please Indicate the owner:
	☐ Augusta University
	☐ AU Medical Associates

	☐ AU Medical Center
	☐Personal

	☐Other:  Click here to enter text.





	
	IV
	Data Types

	1
	Does the application: create, access, receive, store, transmit or process any of the following data elements?

	
	Names	
Social Security Numbers (SSN)
Date of Birth
Addresses
	☐Yes     ☐ No
☐Yes     ☐ No
☐Yes     ☐ No

☐Yes     ☐ No
☐Yes     ☐ No
☐Yes     ☐ No
☐Yes     ☐ No
☐Yes     ☐ No
☐Yes     ☐ No
☐Yes     ☐ No
☐Yes     ☐ No
☐Yes     ☐ No
☐Yes     ☐ No
☐Yes     ☐ No

	
		Credit Card Numbers
	

	
		Bank Account /Insurance Numbers
	

	
		Protected Health Information (PHI)
	

	
		Passport Numbers
	

	
		Salaries
	

	
		Animal Research Data
	

	
		Budgets Info
	

	
		Employee Personal Identity Information
	

	
		Student Records Subject to Family Education Rights and Privacy Act (FERPA)
	

	
	Other regulated or sensitive data
Click here to enter text. 

	

	
	If you answered Yes to anything above, give a brief description of the data:
Click here to enter text.



	

	2
	If there was protected health information (PHI) compromised, was the primary source for:
☐Research
☐Treatment, Payment,  or Health Care Operations   
☐Instruction
☐Other Purpose: Click here to enter text.

	3
	Are there passwords stored on the device or automated logon scripts that are used to login to AU/AU Health applications/information systems?
	☐Yes     ☐ No

	4
	If yes to above, identify which systems had passwords stored on the device.
Click here to enter text.

	5
	If Yes to question 3, have you changed your password(s)?  
If you have not changed your password, please do so immediately. For assistance, call the HELP Desk.
	☐Yes     ☐ No

	6
	Is any of the data from non-AU entities?
	VAMC 
Eisenhower Medical Center
Other: Click here to enter text.
	
☐Yes     ☐ No
☐Yes     ☐ No
☐Yes     ☐ No



	V
	Backup and Data Security

	1
	Are the data stored on the device also saved on a network drive?
	☐Yes     ☐ No

	2
	If the data are not backed up to a network drive, what backup method were you using (e.g., CD, USB, or tape drive)?
Click here to enter text.

	3
	Are the backups available?	
If Yes, how?Click here to enter text.
	☐Yes     ☐ No


	4
	Is your Computing Device Encrypted?  
	☐Yes     ☐ No



	VI
	Notification

	1
	Have you notified the Information Security Officer?       
	☐Yes     ☐ No

	2
	Have you notified the Enterprise Privacy Officer?  
	☐Yes     ☐ No

	3
	Have you notified your business manager or supervisor?	
Provide your Department Business Manager/Supervisors Name:
	☐Yes     ☐ No
Click here to enter text.

	4
	If the device or media was used to store human subject data, provide the:
	HAC protocol number(s): 
PI’s Name/NETID: 
Have you contacted the office of the IRB’s regulatory compliance manager?
	
Click here to enter text.
Click here to enter text.
☐Yes     ☐ No		




The completed document must only be shared with a representative of the Augusta University / AU Health Information Security Office and/or CERM’s Privacy Office.  This document contains confidential information which should not be disclosed to others.

***** For Information Security / Privacy Office Use Only *****
	Receipt date of completed Document
	Click here to enter a date.
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